SAA %5 @2019-08-13

i — L33 F basic BEFICK, BIINEARAYEHICEIR, 6140 DNS B AExkZEML, Cname
=A%, NS ZEHAMTIRS S XELRER, BRCREMRS,

EC2

MEIUHLAZE Public IP #b3iE, £ http://169.254.169.254/|atest/meta-data/public-ip, 1B
EIRRAEE, A& 'managed”’, Ik

EC2 SLfI2KBIBRIA Default 2 Z 14, Dedicate F1 Host 278 #E14 . Dedicate 1 Host
o] A B AR

BIE EC2 FHMET I T—> IAM Role, XHRiTH KEY T U EEhE S3ERE T .
FEXRATLIEFEFERET, EIU root B LIRS E K. HITERLHIATE root B
BIEAS 2RI, ZHIREREXF T KGIE—FF B0, root EHEBSEZXA,
BT AR CIEN T 3G ER.

RINBRE T UERIIZENSE . RINFAFREBET 4K INZ RV IRE

ELZBIRH Dedicate 3245, RBEM CLI 5E API #[E1%] default 3261, B VPC MR &
BT zfE, WENLGIKIAR dedicate 3. FEA CLI 3 APl modify-instance-
placement KiF%, FHEMEFZER,

TMEHFILEIERT 2 S R HIBF LR A Termination Protection 55 Delay300
BIFEIRZZ IETHEE BRIE: 2 b, IESFSCBIEIHA, s HMRERE AWS itk terminate,
BUNANERFRENLRENAL LB, #% terminate,

Scheduled Reserved Instances o] [)FR & 7l B8 A9 B [8)

MRFHLEFRKER CPU #HIEF Core FEXRMEHS MM, NFE dedicate host
=,

EC2 B3R M EHIWIATE, public key 7EfRS =8 £, private key ZEA Pim M AR L, A
BELZKFR A certificate, NIZIFHMINAEF.

EBS

EBS #ABIAREATAXAES, ERAE— Region NEZNTTRAXEES, BAFE
FIE EBS 4AAY Snapshot (Bzn#F S3), A o IASEMEBE L JHKX.

% AR EBS B/NRTE 1GiB, A2 16B., M ilt, 10 ik E&H /) 4GB, BN
& /)\ 500GB,

EBS HY Provision IOPS 4850 101, £ GB 12 50 IOPS {RIE, &A 64000 IOPS #1
1000MB/s %, BlaNAE 4GB, NF 20010PS, —AXEIZE—/> 100GB B9%&, TTIUE
500010PS, &Rt .

BH— R EEMNUEN IOPS, BAMLEHN, NEEEREMYL.

FTES MR 10 A9TE, IFIKBNIZIE EBS LKA,

BHEMHEIRES R (stl) &5 500GB, &K 16TB, FMHRK 500MB/s, EHAEIE.



http://169.254.169.254/latest/meta-data/public-ip
https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
https://aws.amazon.com/ebs/features/

HIECE. HELIE, W sequentially INFRE.

o FIERBMREREBERLEESHEETH. E—RKREBIURSILEK,

® fE 10 2F Credit B, MERIMBAREEX AR, EREELX—T, MNFERGP2T
L, ABELIXI01 XfheXERE 10 XARHZR.

o CRUBUMNSE ITHREERINE. REEMUENS.

Placement Groups

® “H—ANIAKXMA, Spread 2R —H& AT Hadoop AEHE, — MNERARESR 7 D5,

& MR—ANAHEF 20 MBI, ENLFIEHE 500Mbps MNLERE, XPMHREME
Hadoop 5, FAEFEHFLHIDETT, A Spread A EH., MRBEHE—E, KM
A

EFS

® [FS HURREIE T BT IAM bR R £,
® [EFS TJiE{H4 1TB 100MB/s FYIFEL B M RE, S22 04Y,
® Amazon EFS 7 Windows S2f5] F A2 %%,

AMI

® S HI5E1% 3|58 Region A&, Launch Permission. S3 IAM Permission. Tag HEAREH
BxEH. ALEHEREFIRE, BRE3. 2%,
® AMIID ZEAREH] Region B A—HEAY,

Storage Gateway

® Gateway-Cache MU= LA E, ZEFAMI OIS HEIE.

Gateway-Store EA&M AT, HFERSH= L.

® XPMEHIEBFOAEANW, RKiZHA cache #23, B4 storage gateway A store 23\
%, BERUEFERAMTETEER N, BEHLT.

VPC Network

® Subnet &/N2/28 BIMER .

® ZIUtS5AMEE, Ar4 N IPTEE, 0 2Mgthil, 1 Mk, 2ZDNS, 3. &
255 2 RN,

® VPC RAE Peer-to-Peer, REFFELMEEAZEA. A3 3F Edge-to-Edge Routing,

® —/NVPC RE— Internet Gateway,

o HRROUEER—NTAXA, Wit HmESIMME. FTl—1N T AXKAARE
Account Z [B)fZIREARA—HFEEER.


https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/UserGuide/placement-groups.html
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/performance.html
https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/UserGuide/AmazonEFS.html
https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/UserGuide/CopyingAMIs.html

® Public subnet IEX 2, F Internet Gateway 3 B & /b — & MIX Gateway H %,

® HE MK VPC ZE— Region A REEFF 20 4 Instance, VPC MERR&EMA/16, EA8Y
K, FFLEHIE,

® VPC Endpoint HEARILAEARAEIINN, TL2HEAN., XM EEZEIHNTRE
Interface VPC endpoint,

® L EC2 XfMNE, EIP AEBEFT EC2 AL,

® HRE/S EC2 UM, JEEMEZ Underlying Host" & #— Ty =, 1RIE EC2 FNJEKAY
WRMERE.

® Egress-Only Internet Gateways 2B IRZASH, RATIPV6, ReeAT IPv4,

NAT 3241

® NAT LfF NAT Gateway X BI7ETF, NAT LFIZEIMWIINEX N BE.

® NAT Instance £ Net Gateway Z B E’]Tﬁi/js' o] [ — LI NAT, =52 _E 2 Proxy,
FEIRWEKE N CPU 81, BHEEEBHN 500 N EC2 LBIARISMY, NAT
Gateway NIZ AWS BxEIE, H‘j( 45Gbps & .

° WWi@%%E%”ﬂW@Eh&Eomﬁxﬁﬁﬁmﬁ,iﬂ%ﬁﬁwmpﬁmﬁﬁ

. A= TR forward B&IRTS. S,

ELB

® B EIEHYE Stateful H9%E3E, AHE Stateless.

® ELB’ %‘EFH:FM'?FH;EE’MLEJﬁkﬁ@h & NAT Instance 737 ELB £, REHEHEM
7316, ELB RNEEfER.

® ELB AAZ— public subnet, elb NOJFH] webserver 4172 private zone, A7 &1
B, —M A0 public subnet # 2 4 private webzone, BTl 1+2=3 2/ %%, DB 1y
subnet Rt A, EAM2E DB B security group BHiE4 M. FTINEEE 3 4.

o HEUMAXRSTKENERMNASE. B IP #hik. R, 1FKEBEMIRS 250N
%, §50MMEAE—R, REFES3. ATHEBRIANNBAESE. AHEZ Cloudwatch 3k
XFHE.

® Application Load Balancer X #F 7 FEB8Y HTTP/HTTPS Z4b, &% #F Websocket F1
HTTP/2 k¥, S M1t

® EIBEREEIFAN=MITE Ping. EEN, F URLKIAEM,

® ELBIRFIF P unE F A SSL AR, =MkE Server Order Preference”>k$55E o

Security

® AT IHIAY EC2 49 Security Group 2 Stateful BIRZS,

® VAT subnet B Network ACL &2 Stateless ToIRZS,

®  ZRIAHY security group MYfiL default, 2 allowall B9, WMREIEE ec2 WEEHCAIEE, &

EJiibredy


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_NAT_Instance.html#EIP_Disable_SrcDestCheck
https://docs.aws.amazon.com/zh_cn/elasticloadbalancing/latest/application/load-balancer-access-logs.html
https://aws.amazon.com/cn/blogs/aws/new-aws-application-load-balancer/

Flow log o] ¥ VPC. Subnet AR &% 4 % S3 5 Cloudwatch, H A% % Cloudwatch
T EEREEL,

MREBHN OS WHIEEFEA, FEFTERE =77 tools &EF event F A IXE| Cloudwatch
o

F41E A9 EC2 89 Security Group &£ Allow Ff B H1k89, BRIFEREBRMELL,

MZ&HY Network ACL BRIAE# N EEBAF AR . & B EX— M FELN 8 EHE,
HHEBABE LR, BIThHEEF TIABITRE.

Network ACL JLFIZZ| 43X, RHEE take time to propagate,

AWS Workspace EEHARE =, & AELE PCoverlP,

MFA XA ZINIE, EAME TOTP (Time-based One Time Password), 7& RFC6238 1
TEX o

AWS Digital Signature Caculation — Signature Version 4, FfE V4,

EMR 7= R REMNAH 450k, Master Tm—PE, UF SSH22 Bffi. Slave T4
—H, RAAGFFH Master BIE, AR SSH. ERIXFNAET] MER .
REMSEEIE: SOC 1, PCIDSS Level 1, 1SO 27001, &HBFFIE SOC4 M5B,

AWS EEMURIETAE. B ARERB NS AWS (ERA TR (TeFREHRE
HE),

ZEEHNBREATRZE: AWS ZHRRLEE P FHZ NDA R, BERAFERBCHF
REBE AWS EfUAE,, BEERTUE AWS RESE A NERATEH.
ZEEHN=2% A. BAR. R, T28EFE (f8).

f7 DDoS FIEZ2E: W Internet AO . BORNEENREE. BIEXBETTHE O,
¥R ELH.

Route53

Route Policy: Simple, IR, NE, HEZER

& AT RN AAAAIEER IPV6 T,

BRI E L B F B EIXE, HA Default”f1“Load Balance™ & THIUE R X
BIXTREE,

R53 Y internal DNS &1t A% VPC =AY, L& MNERYEIL Direct Link §5#££9 On
premises FIEREEIFBIAT . BRATA: B —N EC2, BLEH DNS, £ Zone [,
8 dns FFHILK, XA EC2 o] INi&E ARIMNIERTT MUihE. &2 FEL,

FEI- E AR LR, IEFHNETEAE. RNWEEANEEIT . F5)- Wi R
K, FRRGETNDE, BRIEFNRET FEENNIDE.

MultiAnswer =—HMELRE BRI I E X ZANEWER, XeEEBTHET SRR,
PTR L2 &1 AV = =) AT .

STP RE B A B txtiex, BATE—FRS P it AT ERSHIRAINEEE
B 3 bR A

Routeb3 12 zone 5, 1) public zone, 2) private zone for VPC,
REFHMTFMEBAE—F, AWS FERFIBEREIIR, MAZHE NS IEX,
XIEB AWS INANIZIEX N E R



https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html
https://d1.awsstatic.com/whitepapers/hybrid-cloud-dns-options-for-vpc.pdf

S3

S3 i #FR A durable key value store,

S3 9 Bucket Name =2 IKE—HY.

S3 EFIAG[E URL: 1) http://s3-aws-region.amazonaws.com/mynewbucket , 2)
ttp://mynewbucket.s3-aws-region.amazonaws.com

SRS R EIMETEAN, A5 S3WNFREEXHE, mE— 1M XHF. AR
BENXHRALZE NI E X BRI,

S3 MM RE T IBIEE AR BN AR &'

S3 Glacier IAt4/E, 1R —RFE 3-5 /)i

IEKZRT L 1-5 D4R 5E . BIFTIE Provisioned expedited retrieval”, N2 &K
SMELER,

ZHPENARA, B— Bucket T, B ZNMEX, 75H ACL IR T PR .
M AD ZE—iAILE.

S3 MmFMINE AR BFwMNE, BREA:4 SSE-S3 (FEEHEH AES256), SSE-KMS,
SSE-C (BRFPRRHEZH) . RERHE=F, BF, RgEE—. YHOFEMERE,
FERMES . H SSE-S3 BEH AN EFHE MY, SSE-KMS Eiiid KMS BIEEH.
AIMITRER G O EEEERHA,

HE iR envelope BN HE®, BT= SSE-KMS NE =R

WMRTERIEIEE Key 5B F, ERET Client I, AE=FMRESFZENE., REE
Master Z A% AWS, B/ SSE-Client T

FASRE MUST, ENSURE ZFIEFIEWMNMET, BA—EBHIERAN, mAEXZHESE
BRI 281 B FEIR K .

MR IR MFA Z2REEIE .

KiE—PEEVH PUT #24E, HTTP 3L2 Cache-Control.Content-Length.Content-MD5.
Content-Type. Expires. x-amz-meta-. x-amz-storage-class &, X#f& amz 7k,
A2 aws 3k,

PR EETINFENT. PR EZEFTRERHFARERE, BT AL EH B R
THEXHXRNSERB T INE EEZENLILER. BEARIEERLEM.

PRI S3 1A1E)A9 7 0: 1) S3 Bucket policies. 2) Access Control Lists for S3 (Permissions)
—2M: read-after-write consistency for PUTS

53N share B9t BR-Z 7 Bucket Policy 31, M3E CORS Eif,

WMR—A EC2 Eih[8) S3, ANIZIE S3 BALAF, MERIZEIE— S3 HRM
Role, #EC4s EC2,

EEAHMERE A Range HTTP T U4 ERFKEN

S3ATREEEME, PHBUURAMYFAEL, Bl 16 HEIRNFFFE,
EEBE REREFserverlog TN T, A cloudwatch,

i1 global EHIZ Ay, ZEAEFTFF version ThEE, FHE IAM FIREN N ABEREF.
S3 #9 bucket AXPRTT UBRFIABIE: 1h0)F IP HUSERE, AWS KA, WRFEFEHHK.
EH S3HERESNTIERE EEENSEBE: 1. bucket SMERF R, 2. REFSX
1 index FIEER T, 3. ®E XM public T I,

o EH MFA fliRRE XS M.

AR out-date EEREHIEEBSAKLETMN, FIBHNERFE—M.



http://s3-aws-region.amazonaws.com/mynewbucket

Cloudfront

FSINATE S3 25k CON fNiE, zh7SAA WM E Cloudfront £ 0IE

¥ Cache Refresh T DR FTRIFT X4, BRE—EREKXEL

Cloudfront S#FHIJEUEEIFE: 1) S3. 2) EC2. 3) SMNEREfh IP Huiit (GEE3E CDN H5%)
i E & IR corporate FYIZREFES .

BRI (S3) + 37 (EC2) R A I, EF AAIARE = % Origins #1 Cache Behaviors,
OAl ERARMNAAN, ZiFISEMINGE, TAINLEEM.

® /A CDN f&#7% ELB, EIEMNMMTLERE AICK, R/ Alias TIAIE Yes, FLAEIRTE
ELB. APl gateway ZZf&EIE.

WAF

® ServerlPLog # &%, AWM T=F IPMatch. Size Constraint Match, String Match,
® [HiFNAE: SOL Rejection Match Conditions.

Site-to-Site VPN

o TERTWREEIE: 1) AVPCwith Hardware VPN Access, 2) A Virtual Private Gateway,
3) An on-premise Customer Gateway, 4) A private subnet in your VPC, S 4%,

® ¥ Virtual Cusomter Gateway iXffif7, Customer Gateway Ht2% P IR %,

® JLFELERA,

Direct Link

® JFiE DirectLink /5, M VPC EREXKHE ping EFIEFL, BHEEL VPCEBERT
TEH, B7E Virtual Private Gateway FITHEEE &, £ FEL,

Fault Tolerance

® Faulttolerance BT E 100%89 EIAVIEE, HEM— NI HEERE, REMYBERNNIZ
DR
o =X, MRIEHE—, BINEMRELEK, AT Auto-sacling RIZIRIR S0%FREEY

Auto-scaling

® £/ Region BUAREEHA 20 1, ELHHIEETFF ticket BHIE,
® Autoscaling B TE& R Cloudwatch, MAZE ELB, EAB LR A EREwHES
%, A—EZELBRIAE.


https://docs.aws.amazon.com/zh_cn/vpc/latest/adminguide/Introduction.html#CustomerGatewayConfiguration
https://docs.aws.amazon.com/zh_cn/vpn/latest/s2svpn/Examples.html
https://docs.aws.amazon.com/zh_cn/vpc/latest/userguide/VPC_Route_Tables.html#route-tables-vpc-peering

® Scale-in, ZERATEERIEES, BALERLARZHNTAX., RENREGRIEL—
®, HEEHN. IRTE2E—NEERE— launch config, FEIEETT AR,

o B 1L/INRSXY ZEMEL, FHEERMEME, NNIZEZE Cool down BFE.

® 70 ELB BEFIRHE, FEM@ Auto Scaling ZH7NN Elastic Load Balancing i=fTik i
&, BN ELB BRI EC2 ReH Auto Scalling B #eig,

® Grace Period IEEIFIARE 1) MARHSEHE 2) BEMNMERE.

o Y ENATFHY R .EZENENTEY BMASY B. 057 BRNELS A BRREY B,
BBy BASH (Step) TR, THT BREREBILIME, 2512 0~-100%, ESMEE
FEMYT BREE. SMBRE 1006 EiEEE, FHBEEAKE.

o EMACIEMNERIDEERIH/NEEM Launch configuration, HAZEEIR,

® —/) Launch Configuration B&/NAEINE 2 &R, E1K%. WK,

AWS Console

® {5/ Resource Group, T ATE— 1 E—TTE N EIE L FHHE R . Resource Groups tool, you
use a single page to view and manage your resources, 27 X134,

CloudWatch

® Cloudwatch BRINEARZ EC2 HIRFIER, EAEEE Agent, HItk, CloudWatch B3
Dashboard BKIAZ R B N ZAY.

® NI, BUIAS H—K, FFB detail 123, 10#—R., SE N,

o] UM EC2 AU &EFEHR, BhlE Autoscale 3 EC2 %5 terminate f5 B &5 A 2 TS & KB .

o BUANRER 14 REUE.

CloudFormation

® Template BJLKEZE, Parameters, Resources, Outputs, A& Options.
® FEENMHMHE: JSON F1 YAML,
® TIFSQSEELT M.

Elasitc Beanstalk

0 AIXHEHRH SOS FELT R, RE app —FH EC2 R, ALEELEFEH
CloudFormation I %,
® Beanstalk ERHANAHED, HELEFTIS worker environment,

OpsWork

® IFHIKAEIEIE Pupput F Chef,


https://docs.aws.amazon.com/zh_cn/autoscaling/ec2/userguide/as-instance-termination.html
https://docs.aws.amazon.com/zh_cn/awsconsolehelpdocs/latest/gsg/welcome.html
https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/UserGuide/using-cloudwatch.html

RDS

o] UL AR S stateless.,

BEZHOB, r3.8xlarge BRIEAZ AR RARST, o U4EEE upgrade F|E K, B
FEEhEEN.

RDS Oracle FR#EIENSHG] 1 MEIERE. SQL Server BREIEANSL6 100 MiEE. Hits
RDS JCRR .

SIS E, WE—FEERE gp2 HHF ol FXE,

B3 Aurora, Wl PIAREZTHKE), HEILERE Aurora FETFETHK.,
BIERMETT UL RDS EE encryption, #RJG backup ZEEIMZHA encrption, BERT
EINER, BEEMEEIS T

BB RELAE, EENBHREILWESRIESIANT ro FHEHY endpoint 7 8E M R 1523241
R

Aurora FEZ A RS0 = 8) B 51 fa B9

BAIABLZ Provisioned IOPS 8L AVRERL . X A2 IOPS 1%k,

A%+ IBM DB2,

HFMEARREEH 35 X,

Aurora AREZEZ#HGIAERE HIEEESRFFNEERSMITHEIRKE (PITR).

SQL Server/Oracle W 8 FEth 35 AZ ZE .

SQL Server/Oracle & M #4& B~ 3 5 RS2

SQL Server Enterprise ARAZMFIRARA, E ABERBENMLEXRR, ReEEE BYOL,
Bl B license, M AWS AREEIRFE license.

o] |2 RDS T 4182 Snapshot. Read Replica. % Az, DB Parameters % HiZ
I,

BIEENZEIMNANFRE: AN TAEmD, BMEREIE MySQL BABAE
FT7F 3306, 5 EC2 BIAMNIAER .

DynamoDB

FEMIEIEDES.

RHEm R R TR AR E, §R— %k, [HRAER IO Capacity EBIEF K.
PXBEHEE, FHFEEALTM.

T PUE R RS stateless.

Value+Data R it AgE#BIL 400KB, &% 14,

BiREME AZ E .

MR —EBMR AR, EFREES #Eore s A BRI 2 .

F APl B2, BT ARE HTTP 18] . BB A BB E DynamoDB Headers attributes, B3 host.
content-type. x-amz-date. x-amz-target EFER., 5% X4y,

DynamoDB se 1A E S MRERMTFR: 1) M SSD FiEEdE, 2) BanX. AEHER
ETRFEZFF, DynamoDB FFH _EZE R LT REEXFINGE. Cache &FE DAX =
&, N2 DynamoDB = .

DynamoDB BB 29X A, A RCU 1 WCU —FHAHSPEREIFTE DX, XE1#E
21 3 “ProvisionedThroughputExceededException” (9 451% . 4 NRE L X % H A,



https://docs.aws.amazon.com/zh_cn/amazondynamodb/latest/developerguide/Limits.html
https://docs.aws.amazon.com/zh_cn/amazondynamodb/latest/developerguide/HowItWorks.ReadWriteCapacityMode.html
https://docs.aws.amazon.com/zh_cn/amazondynamodb/latest/developerguide/Programming.LowLevelAPI.html

AP XILEE, RESEMNFSEMXBHRS], ITRFREHEX. EHEITRE
TRERFED IR,

DynamoDB Auto Scaling TEE ] IXit REE B s EHEES capacity, 9] IXF T1E%E WCU
F1 RCU,

Stale Data AEFEIEFAMEH L EIE. Stale Data BIEER—E A EIE, IR
ZRBENEBUTEIRE, BANIZILNBERA SR —E MR 1773k EZE ) DynamoDB,
REETFRECSV., 4 CSV MR XM, FiZ%E S3.

DynamoDB &1t Query, ANAY search,

ERZRFRS I TNERELEFEIE.

A —R RS EE—H, B—BBEIAREEEN.

— MRV ABRAAS. KiAEE. tEFRE, A DynamoDB ExiFkig, 7X#
% Fj P 2 A kA E]

DynamoDB By NZ 7 2 A X 3R 4 server-side BN, B EMNZHE 4 A client-
based, 3|\ SDK SERUINGE, SEMA AWS KMS #LHIEMEZL, REBA.

Elastic Cache for Resis

o] i R 4 stateless.

Redis 2 R4 A9 At-rest i1,

IE#E AT %5 RDS FRRE R EH .

EEHHEETE. In-Memory Data Store. Gaming Leaderboards (Redis Sorted Sets).
Messaging (Redis Pub/Sub). Recommendation Data (Redis Hashes). Other Redis Users.,
DS ED

J2 3 Redis Auth T3 n%L M,

Redis f§— Cluster RE—NT A, 1-90 Mo — cluster I PUINREE 5 MNEIA,
24 MEid IAM F Security Group. nACL 53R, S&HFTIBEY root 2215,
MRB—NIEX APP EEAALELZL, EREDETIRERT A Memcached, B AE X
BIPHEF

Elastic Cache for Memcache

® Memcache MMZARFZEAR At-rest, T S3. EBS. EFS ZNm#R2 At-rest, Redis
B E4 R At-rest IIE,

® HEA20MTA,

® FH{FERTT N4 RDS BB REE R E.

o KBV AR ATEBNEFRBMEEXMH. & umo] MFEH auto discovery ThaE,
EEIERFYT BERANT A,

Lambda

® Llambda 58] RDS FARE: 1) €IE Lambda A&, #%3#F VPC, #%3F RDS EL &N


https://docs.aws.amazon.com/zh_cn/amazondynamodb/latest/developerguide/bp-general-nosql-design.html
https://docs.aws.amazon.com/zh_cn/amazondynamodb/latest/developerguide/bp-general-nosql-design.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/elasticache-use-cases.html
https://docs.aws.amazon.com/zh_cn/AmazonElastiCache/latest/red-ug/auth.html

VPC; 2) % RDS %L £44T Lambda P BRI R E4A.

o EPWHEMEBERMVEK/LER BWMA SIITEFHST, H Javascript itk Lambda,
FIEZE A DynamoDB, T[&RZJLEEHNET .

® |ambda REIMNHAIRHE, TTRUFEE— NAT Gateway, RJF7E NAT Gateway Lo [)
HE EIP 1EAE A FixIP,

® {HM AWS Lambda SMEZEERESEL. #l70, 58 Amazon S3 B, AR EEANKFE
ERBIRATIERD, M EFEREMREEAKNRETE,

® Lambda FF AWS Key Management Service 8RS B 1F& 4 Ciphertext, fIa{RTF
RDS iF[aMKS, BT Lambda ERERBHEMA,

® E{TERFEBI Cloudwatch k&,

IAM

® DITHFIAMEAREEIE temporary key HFITAIEF T IAM Role, Federation JAIE.

® HSIMEMLILTII. FMEB LDAPINIE, A& SAML 45 AWS (19 SSO A, &ER
[B] AWS Console,

® Owner BE X 2B AMKSHR AR

® IAM LRI —x} S3 APRAY Role, T EC2HTTILT .

® L EC2IKF—IAM Role (BHIES S3PR) XANENE, ML IAM Instance Profile,

® lambda HHCH VPC H SecurityGroup IR&. Eifia VPC AMNAR, FBEANKA
vpc FIRE B S 1 security group £, {5fF lambda Frf# A AY security group.

® Simple AD @—HJIME MS AD # &8 ™=, SJIXEEBN AD 7 VPC A A,

& H—/NIAMKERAFE 2 METIEIIRESH (active) TTIUIHIE) APl B Access Key.

KMS

® XHINBE: import your own keys, disable and re-enable keys and define key
management roles in IAM are valid, A3 #FHJ Importing keys into a custom key store
and migrating keys from the default key store to a custom key store are not possible,
HSM 2 CloudHSM ThgE, 5 KMS %,

® AWS KMS Customer Master Keys e AP BRI E 24, R FEE IR INE AL EFF KMS
B, APZEATMARNERELLZEL XEF AWS KMS,

® AWSKMS AfIZEH (Envelop) FARNEIINE . BB Customer master key (CMK)
MEZP, AEE—NTAXNERAENATNEINNANE.

® IR KMS AZIEXFRINZE (Symmetric) #ll, JZH public # prviate. & HH KMS 1€
REIEXANZ IR

Billing

o SAMATMELNN. AFTEFGE, BIREEE0OER.

® LinuxEC2 R#%Fit#k, M 2017 £ 10 B 2 HiE. Windows EC2 2%/ \ifit#k, BT 10

Sihkig wE 1 /0B R EE) Windows 32, E#UEES 2 /B % B AT I Windows


https://docs.aws.amazon.com/zh_cn/lambda/latest/dg/env_variables.html
https://docs.aws.amazon.com/zh_cn/lambda/latest/dg/tutorial-env_console.html
https://docs.aws.amazon.com/zh_cn/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://docs.aws.amazon.com/zh_cn/awsaccountbilling/latest/aboutv2/useconsolidatedbilling-procedure.html
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